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Preface

This guide provides instructions on how to use the Veeam Backup and Replication
Software backup product with the ExaGrid System. This guide assumes the reader is
experienced with Veeam and the ExaGrid System.

Veeam provides a number of ways to backup data. This guide provides basic backup
examples. More experienced users will be able to use the information provided in
this guide and build more complex backup schemes.

Purpose

The purpose of this guide is to suggest configurations, processes and procedures
that will optimize the use of Veeam with the ExaGrid System.
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Related Documentation

Title Part Number
ExaGrid Administrator’s Guide 210-0165-xx
ExaGrid Release Notes 210-0174-xx

Contacting ExaGrid Technical Support

If you have technical questions about this product that are not answered in this
document contact ExaGrid Support:

» Email: support@exagrid.com
= Phone: 800-868-6985 and at the prompt, press 2.
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Using Veeam 5.x With an ExaGrid
System

This guide provides a basic example of how to use Veeam 5.x to backup to an
ExaGrid Share.

Experienced Veeam 5.x users will be able to use the information provided in this
guide and build more complex backup schemes.

The ExaGrid System supplements Veeam 5.x’s backup capabilities, providing
improved data protection management, fast and reliable online data restores,
enhanced security, and rapid data recovery from system or site disasters.



The ExaGrid System Architecture is described in detail in the ExaGrid Administrator’s
Guide and ExaGrid online help. The following architectural information may be of
particular interest to Veeam 5.x users:
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= A Veeam 5.x Server writes to an ExaGrid Share on an ExaGrid Server using the
CIFS protocol.

= The first time the backup job is written to an ExaGrid System, there is nothing for
it to deduplicate against; so the ExaGrid System only compresses the backup.

= The next time the backup job writes to the ExaGrid System, the new backup is
compared to the previous backup.

= The ExaGrid System keeps only the unique bytes in the previous backup.

» The ExaGrid System keeps the most recent version of the backup in its entirety.

= In dual site configurations, you can specify whether or not to maintain a copy of
a share on the second site.

ExaGrid Shares

Before you can use Veeam 5.x to backup to an ExaGrid System, you must first create
an ExaGrid Share. You will then use Veeam 5.x to write to the ExaGrid Share.
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ExaGrid Share Considerations

How many shares to create, which ExaGrid Server(s) will host which shares and
what data will be backed up to a share must be part of your overall backup strategy.
As part of your strategy, consider:

For systems with multiple ExaGrid Servers, creating shares on ExaGrid Servers in
such a way that the backup load is evenly distributed across ExaGrid Servers.
Creating no more than 20 shares per ExaGrid Server but no more than 80 shares
per ExaGrid Site.

Use unique share names across your ExaGrid System. You must use unique share
names on each ExaGrid Server. In addition, ExaGrid recommends using unique
share names across your ExaGrid System. Doing so will:

= Make ExaGrid reports easier to interpret
= Avoid share name conflicts in disaster recovery scenarios

= Avoid share name conflicts if you decide to migrate a share to another ExaGrid
Server
Creating multiple shares. Doing so allows you to:

= More easily manage and identify data contained in a share.

= Group data that needs to be copied and protected to a second site. This will
ensure that only the data that needs to reside on the second site is copied over
your network, thereby keeping network traffic to a minimum.

= More efficiently migrate shares to a new ExaGrid Server. The more data a share
contains, the longer it will take to migrate. When creating shares and their
associated backups, consider future growth of your system and which data you
may want to move (migrate) to a ExaGrid Server in an expanded system.

How many NICs are available on the ExaGrid Server being written to. Systems

with multiple NICs allow you to write backup data from multiple sources to

multiple shares.

Veeam backup jobs with similar VM guest machines (platform, software, etc.) will

get additional deduplication when sent to a common ExaGrid Veeam Share.
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How to Create a Veeam 5.x Share

This section provides a very high-level description of how to create an ExaGrid
Share. Detailed instructions on how to create an ExaGrid Share can be found in the
ExaGrid Administrator’s Guide and the ExaGrid online help.

To create an ExaGrid Share:

1.

[©) W) B CC R S ]

In the ExaGrid Manager’s navigation tree, click the ExaGrid Server’s name on
which you want to create the share.

. In the ExaGrid main menu, click Manage.

. From the drop down menu, click Shares.

. In the Task area click New. The Create New Share page is displayed.
. From the drop down list select Veeam.

. In the space provided, enter a name for the share. You must use unique share

names on each ExaGrid Server. In addition, ExaGrid recommends using unique
share names across your ExaGrid System. Doing so will:

= Make ExaGrid reports easier to interpret
= Avoid share name conflicts in disaster recovery scenarios

= Avoid share name conflicts if you decide to migrate a share to another ExaGrid
Server.

. For multi-site systems, select whether or not you want to replicate (copy) the

share to a second site. Putting a copy onto another site provides an additional
layer of protection for your data.

For example, you can create a share dedicated to full backups and keep a copy of
those backups on another site. At the same time you can create a share dedicated
to incremental backups and not copy the share to the second site.

. If the share is to be copied to another site, from the drop down menu, select the

site.

. Enter the IP address and subnet mask for the device(s) that will write to the share.

Note — Some devices may use more than one IP address. You must include all
IPs/names of all devises (physical or virtual) that will write to the share.

10. Click Done.
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Recommended Veeam 5.x Job Settings

Veeam 5.X users must use ExaGrid’s Veeam Share as a mount point for Veeam to
write its backups.

The following is a list of the settings required to use Veeam 5.x to backup to an
ExaGrid System.

Processing Mode Advanced dialog box:

= You may use Encrypt LAN traffic as needed
Backup Destination Advanced Settings, Backup tab:
= Ensure Reversed Incrementals is unchecked
Backup Destination Advanced Settings, Storage tab:

= Check Enable inline data deduplication.
= Set Optimize for as Local Target.
« From the Compression drop down menu, select None

Backup Destination Advanced Settings, Advanced tab:
= Uncheck Enable automatic backup integrity checks.

Synthetic backups

= Synthetic backups are run on the ExaGrid Server that hosts the Veeam Share.
To minimize the impact on system performance, ExaGrid recommends running
synthetic backups according to Veeam’s recommended recipe of: After the
initial full backup, run daily incrementals and weekly synthetics.

Instant Recovery, Sure Backup and Application Item Recover

= These Veeam features may only be used from an ExaGrid Source Share. do not
use them with an ExaGrid InstantDR Share.

Guest File Level Recovery

= May be used from either an ExaGrid Source Share or an ExaGrid InstantDR
Share.

Import

= Veeam’s Import function may be used to browse to and restore a file from an
ExaGrid InstantDR share. However, you may not power on a VM that resides
on an InstantDR share.

Agent Nodes

= Veeam allows you add Linux boxes as servers. ExaGrid Servers are Linux
boxes and MAY NOT be added.
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= Deleting VMs from a backup file
Veeam provides a facility to delete individual VM backups from a backup job.

Instead of deleting VMs, ExaGrid requires changing backup jobs to stop
backing up unwanted VMs. This will allow Veeam to age out the backup files
that contain the unwanted VMs.
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%3 Backups selection that autematically changes s you add new VM inta container. 23/2011 80650 ..  [My Comp
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L35 Sessions Vitusl Machins Remove 232001 BOG .. [y Compy
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| 4 |
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In some cases, if you try to delete a single VM from a backup job an error dialog box

will be displayed
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[¥3 Backups -~ (RIVEEAM_SUN-1 2/23/2011 408:17 .. 1
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Finally, if you do delete a VM from a backup job, Veeam will not recognize that
backup file as one of its save points and will not age it out when it reaches the
job’s defined retention period. Such backup files must be removed manually:
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1.Via Windows Explorer, access the ExaGrid Veeam share that contains the
Veeam backup files.

2. Delete the Veeam backup files (.vbk and .vib) whose time stamp in the
backup job’s name is older than the backup job’s defined retention period.
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Creating a Veeam 5.x Backup

To create a Veeam backup job with the recommended settings:

1. In the Veeam main menu, click Backup and the backup wizard will start:

New Backup Job [ ]

Name and Description

Typein & nams and description for this backup job,

Name
BackupT oE valarid

Description:
Created by VEEAM_BCK1\Administrator al 2/10/2011 5.26:47 PM.

cie [ News | cencel ||

2. In the Name and Description dialog box, enter a name and description for the
backup job.

3. Click Next and the Processing Mode dialog box is displayed:

Processing Mode

Choose how VM vitual disk images should be retiieved from storage during backup.

' Direct AN access
i data s retiieved using vStorage AP diectly from 54N, This mede requires that Veeam Backup
server is comnected directly inta SAM fabric, othemwise Y¥M processing wil fail
 Vitual Appliance
i data s retiieved from the shared storage through ESX 120 stack. This mode can onlp be used i
Yeeam Backup is installed in & M. Refer to product's documentation for additional requirsments
© Hetwork

Y data s retiieved using vStorage AP thaugh ES host over LAN using the NED! [Network Elack
Device] pratacol

Click Advanced to customize fallover and encryption settings, Advanced

< Back

Concel |

4. Select a mode as needed.
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5. Click Advanced and the Processing Mode Settings dialog box is displayed:

New Backup Job | %]
1 Processing Mode
Choose how WM virtual disk images should be retrieved from storage during backup, o N

= Direct 58N access

WM data i el e Sl e e bl ~feeam Backup
L) Processing Mode Settings X

e e
SIMATAPPY [ Falover 1o network mode if primary backup mode falls i
M data is e ol be used if
Weeam Backup quirements

Enciyption

™ Encrypt LAN haffic
" Hetwork

M data s refrie

i (Metwork Elock
Devics) pratoct
Click Advanced to customize fallover and encryption seltings

<Back | New> | cancel |

6. Check the Failover setting as needed.
7. Select Encrypt LAN traffic as needed
8. Click OK and the Processing Mode Settings dialog box closes
9. Click Next and the Virtual Machines dialog box is displayed:

New Backup Job [ =]
¥irtual Machines
Select witual machines to process wia container, of granularly. Container provides dynamic ‘Si
Selection that aulomatically changss as pou add new VM inta container

Wirtual machines to backup:

Name \ Tupe \ Size \ Add

Bemove

Exclusions.
Fiealoulste

Total size:

0.00 KB

<Back [[Hats || Cancel
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10. Click Add and the Add Objects dialog box is displayed:

VEEAM_WINZK3 w1 0 KE
VEEAM_WINZK3 w2
VEEAM_WINZK3wW3
VEEAM_WINZK3w4
WNNRAS? =

Add Objects [ ]
£
| E—— Selecn_nh:‘ecns- _ .
1 %3 Hosts and Clusters A
Select vitus & =
selection tha =08 17221.0.230 N
— -y 8a e
o] =g 17221120200
LINUXS0Ri_4_DIf
| Name guwxsumu_mc Add |
LINUXSORA
g PRTGProbef emeyE
sunora111_ine 3
: = clusions..
[ K
VEEAM_RH5-1
% VEEAM_SUN-1 calculate
VEEAM_WER2W1
VEEAM_w8R2wW2 | Hseze

‘ S - Tipe in an obyact name fo search for Q ‘ Cancel

Add Cancel

11. Expand the objects tree until you find the virtual machine(s) you want to backup.
12. Select a virtual machine(s).

13. Click Add and the selected virtual machine is added to the list of virtual
machines to be backed up:

New Backup Job [ x]
Virtual Machines
Select witual machines to process wia container, of granularly. Container provides dynamic —rt
selection that sutomatically changes 35 you add new WM into container. al

Witual machines to backup:
Hame | Type [ size I i

IS WEEAM_BCK Vitusl Machine 22200 GB
Eemove
Exclusions.

Fegalculate

Total size:

22200 GB

<Back | New> Cancel i

14. Add more virtual machines as needed.
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15. When you are done adding virtual machines, in the Virtual Machine’s dialog box

click Next and the Backup Destination dialog box is displayed:

Backup Destination

Specify where to store the backup filss produced by this job, and additional job settings. You can
anly choose backup destination between computers added ta the console.

Destination:
[This computer or shared folder =] [ HostPropeties
Path ta folder

[\\ExaGiridS erver\VeeamSharel Efowse.. Check Space

File mame:  |BackupT oF xaGrid

Restore points ta keep an disk: 14 3:

To view or edit addiional backup job sstings, click Advanced (Chdvanced...
<Back [ News | Concel | |

16. In the destination space, keep the default of This computer or shared folder.

17. In the Path to Folder space, enter the fully qualified path to the ExaGrid Veeam
Share that you created for this backup job.

18. Enter a File name as needed. Using the job name, which is the default, will make
finding the file name easier.

19. Click Advanced and the Advanced Settings dialog box is displayed:

Advanced Settings [ ]
Backup | Storags | otications | vGphere | Advanced | LE

| Backup D
Backup mode
Specity wh i
B ' Reversed incremental
Each incremental run produces full recovery file of the mast ieeent
Dol state. Recommended for backup ta general purpass disk
Destinati

This ol # Incremental

Traditional incremental backup with perindic: fulls. Recommended far
Pathtof backup to tape, remote site and deduplicating storage appliances

\\Erat [# Enable synthetic fuls (foreverineremental] Days e

Cregteon:  Saturday

I i rarston pievious il Backin ehains inig ralbacks

File niam
Allaws ta keep only ane full backup fle on disk to save
disk space. Increases synthatic ful creation tme.
Riestore Agtive full backup
I™ Perform active full backups periadically
' Monthly o |First | |Monday M Months, .
To view nced |
(% ‘Weakly on select=d days: s |
Satuday

Lancel |

P — Cancel

20. Ensure Reversed Incrementals is unchecked.

21. Enable synthetic fulls as needed
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Note — Since synthetic backups are run on the ExaGrid Server that hosts the Veeam
Share, to minimize the impact on system performance, ExaGrid recommends
running synthetic backups according to Veeam’s recommended recipe of after the
initial full: daily incrementals, and weekly synthetics.

22. Make other selections as needed.

23. Click the Storage tab and the Advanced Settings for storage features are

displayed:
Advanced Settings
IR eockup | Storese | Nolfiations | wSphere | Advanced ] LE
| Backup D
~Deduplication
Specify wh
only choos Iv {Engble infing daiz deduplicafion
3
Destinati  ~Compression
This col Level [Wore =
2 | Disabling compression is recommended when backing up
Pathtof A ‘) 10 a storage device with haidware compression and
[\ExaGi dedupiication e
. “Storage
fle nam
Dptimize: for: |anal targat =] ;
. = | Best performance at the cost of lower deduplication ratio
store A andlarger incremental backup size. Recommended for
fastest backup to SAN, DAS or lacal storage.
Ta view nced I
1
Cancel | i
— Cancel

24. Check Enable inline data deduplication.
25. From the Compression Level drop down menu, select None.
26. From the Storage Optimize for drop down menu, select Local Target.

27. Make selections in the Notification and vSphere tabs as needed.
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28. Click the Advanced tab and the Advanced Settings for the advanced features are
displayed:

Advanced Settings B

Backup | Storage | Motfications | vGphere Advanced |

Backup D
aeer ) “Backup optons
A I Erisbls htwars tools uisscsncs
i - Snapshot
Destral I Safe removalfor snapshels lrger thans [100 =] M8
This cor

“Integity checks
Bathtof I iEnable automahic Backup inteaily checks

ExaGl pace

- Post job activity
™ Run the following command:

File nam I Bowse..
& Bunever [j 3: backup cycle
£ Bun o selected days only Days..

To view inced |

Restore

Lancel |

e Cancel

29. Uncheck Enable automatic backup integrity checks.
30. Make other selections as needed
31. Click OK and the Advanced Settings are set

32. In the Backup Destination dialog box click Next and the Guest Processing dialog
box is displayed:

Guest Processing

Chooss additional processing options available for Micrasoft Windows guests

[~ Enable applicati image
Duiesces applications inside processed VM using Microsoft VSS to ensure tansactionally consistent
backup. and canfigures them to perform required Y55 restare step during nest VM boot

™ Enable guest file system indexing

Indexes quest O files inside processed ¥M ta enabls bowsing and searching for quest files in backup
Indexing is completely optional, and nat required to be able ta perfom instant file level recaver,

“Guest 05 credentials

Specify the account with local administrator privileges on all Yis included in this job.
Usemame must be supplied in the DOMAINAUSERNAME format

Usemame: Biowse,
Password:

Click Advanced to customize processing options for individual Whs, Ldvanned

<Back [EUHERTT]  cancel |

33. Set Guest Processing options as needed.
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34. Click Next and the Job Schedule dialog box is displayed:

Job Schedule

Specily the job scheduling aptions. If you do nat set the schedule, the job will need to bs
controlled manually

I R the job 2.
& Daily at this time: [10:00PM = [everday =l Toes
£ Monthly at [1oo0pm = [Fouth =] [Saturday =] borthe

© Beriodically eve, [1 = [Houws =] Sohedue..

" Continuously

- Automatic retry
¥ Retry failed WMs processing: 3 3: times
Wait before each attempt for: 10 3: minutes

<Back [ Ceae | Cacel ||

35. Set the job schedule as needed.

36. Click Next and the backup Job Summary is displaye

New Backup Job X

Completing the Backup Job Wizard.

“You havs successfull created the new backup job

\veeam .

#1 for Virtualization

[Name: BackupT ot saGiid

Target Path: W\EsaGiidServeriesamShare

Type: Backup

Target host; VEEAM_BCKT

Destinatior: "\\ExaGiid5ervertiesamShars\BackupT oF kaGrid vbk"
Command line: "C\Program Files'Weeam\Backup and Replication
\/ezam Backup Marager ske" backup B4a23b33-9007-4(39-9373-
4b7344745275

™ Run the job when | click Firish

Bk | mes | Eesh ||

37. Click Finish and your backup job will run according to schedule.

Recovering

Recovers are done from the Veeam user interface. Consult the Veeam documentation
for details.
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Disaster Recovery

A Veeam server close to the ExaGrid Site that hosts a replicated Veeam InstantDR
Share can find and import backup(s) on a replicated Veeam Share.

Once imported, you must recover the entire VM (or entire disks in the VM). ExaGrid
does not support booting a VM from an InstantDR share.

In case of a disaster, if a Veeam Share is replicated to another ExaGrid Site, the
Veeam share can be recovered to the ExaGrid Site that hosts the replicated share. The
recovered ExaGrid Share will become the primary share. In this case, because the
recovered share is the primary share, you may, via Veeam, boot the VM directly from
the recovered, primary share.
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Using Veeam 4.x With an ExaGrid
System

Veeam 4.X users must use ExaGrid’s Utility Share as a mount point for Veeam to
write its backups.

Utility Shares are designed to accommodate any data type. Data may be copied
manually, through a script or from an application to a Utility Share.

= Data in Utility Shares is not deduplicated and can not be replicated to a second
ExaGrid Site.

= You may only create one Utility Share per ExaGrid Server.

= When you create a Utility Share you must allocate a specific amount of storage
space to the Utility Share. The space allocated is taken proportionately from the
host ExaGrid Server’s landing space and retention space.

= When you create a Utility Share, the amount of available landing space and
retention space reported in Summary Reports will be automatically adjusted.

= When allocating space, you must consider the impact of the space allocation on
your backup landing space as well as your retention space.

Caution — It is possible to allocate space for a Utility Share such that it interferes
with your ExaGrid Server’s ability to accept and retain backups from other backup
applications. Because of this, ExaGrid recommends that you allocate no more than
twenty percent (20%) of the ExaGrid Server’s space to a Utility Share.
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How to Create an ExaGrid Utility Share

This section provides a very high-level description of how to create an ExaGrid
Utility Share. Detailed instructions on how to create an ExaGrid Utility Share can be
found in the ExaGrid Administrator’s Guide and the ExaGrid online help.

To create an ExaGrid Ultility Share:
1. From the navigation tree, select the ExaGrid Server that will host the share.
. In the main menu, click Manage.

. From the drop down menu, click Shares. The Shares page is displayed.

2
3
4. In the Tasks column, click New. The New Share Wizard is displayed.
5. From the share type drop down menu, select Utility.

6. In the space provided, enter a name for the share.

7

. Select CIFS as the protocol that Veeam will use to write to the ExaGrid Utility
Share.

8. Use the Reserved Space slider to allocate space for the Utility Share.

Caution — A Utility Share’s size should not exceed 20% of the total space on its host
ExaGrid Server.
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9. In the spaces provided, enter the Share Access Whitelist information:

a. In the spaces provided enter the IP address or DNS names of backup servers,
media servers and other devices allowed to backup to this share. If a backup
server uses multiple IP addresses, all IPs for that server must be entered in the
list.

b. In the spaces provided, enter the subnet mask associated with the backup
servers that are allowed to write to this share. If you have specified an IP
address for the backup server(s), leaving this field blank will restrict access to
the specified IP address.

c. To add IP addresses and subnet masks, click Add.

Note — Some devices may use more than one IP address. You must include all
IPs/names of all devices (physical or virtual) that will write to the share.

10. Click Create and the new share confirmation screen is displayed.

11. Click OK and the new ExaGrid Utility Share is created.

Recommended Veeam 4.x Job Settings

The following is a list of the settings required to use Veeam 4.x to backup to an
ExaGrid System.

= Veeam 4.x backups must be written to an ExaGrid Utility Share. Utility Shares are
not deduplicated and can not be replicated to a second ExaGrid Site.

= A Utility Share’s size should not exceed 20% of the total space on its host ExaGrid
Server.

= The Utility Share must be set to accept CIFS backups.

= Veeam recommends that the amount of space allocated should equal the total size
of the VM(s) being backed up.

= To minimize the amount of space consumed, in the job’s Advanced Settings:

» Check Enable inline deduplication
» From the Compression level drop down menu, select Optimal.

To create a Veeam backup job with the recommended settings:
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1. In the Veeam main menu, click Backup and the backup wizard will start:

Marme e Description Y]
Tyt in a rameard dererpiion for this Backup b, .ng
Hage:

Bk Tk sG]

Descii

[Conated o 10200 2 42 32 PH0
Comaped by, AFFS FRM \Admatiaioe
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2. In the Name and Description dialog box, enter a name and description for the
backup job.

3. Click Next and the backup Mode dialog box is displayed:
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4. Select VMware vStorage API.
5. From the Mode drop down menu, select Network.

6. Click Next and the Virtual Machines dialog box is displayed:
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7. Click Add and the Add Objects dialog box is displayed:
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8. Expand the objects tree until you find the virtual machine you want to backup

[Les
% _m
S @
il W;:ell: A st — a
" = s e -
?::G.M“m: @ rznaze H
= [ Eaed 0
e :-:JI,;VH
e & .
Nane @ mana Al I
o 172511143
; 172211148 |
S1Bytn T st
o oomeen.. |
iy sppenlkdveean
P Neackugl?
Hetworke: dre |
i
s manaem M sive:
nER
S e ] oo |

9. Select the virtual machine

10. Click Add and the virtual machine is added to the Virtual Machine’s dialog box:
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11. Add more virtual machines as needed.
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12. When you are done adding virtual machines, in the Virtual Machine’s dialog box
click Next and the Backup Destination dialog box is displayed:

New Backup Job [=]
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13. In the Path to Folder space, enter the fully qualified path to the ExaGrid Utility
Share that you created for this backup job.

14. Enter a File name as needed.

15. Click Advanced and the Advanced Settings dialog box is displayed:
B

1 (G5 commession| vSobare | Backin|
T Hotcsion:

T Erabin el rotic st s ihas ol
™ Eruabin 5P reotlication: s thes b

*

D Rl eplons
F Enabin VMmam fooks qunscence

Irdepty chmhe
F Enabin ayomatic backigy gty checks

P Pem ey
™ Flun e following command
i |
« =
& pa #
i

16. Set the General Advanced Settings as needed.

17. Click the Compression tab and the compression advanced settings are displayed:
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18. Check Enable inline deduplication.
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19. From the Compression level drop down menu, select Optimal.

20. In the other Advanced Settings tabs, make other selections as needed.

21. Click OK and the Advanced Settings are set

22. In the Backup Destination dialog box click Next and the backup Consistency

dialog box is displayed:
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23. Make Backup Consistency settings as needed.

24. Click Next and the Job Schedule dialog box is displayed:
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Set the job schedule as needed.

26. Click Next and the backup Job Summary is dlsplayed
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27. Click Finish and your backup job will run according to schedule.
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